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ABSTRACT 


An analysis of the performance of a binary phase shift keying (BPSK) 
communication system employing fast frequency-hopped (FFH) spread spectrum 
modulation, under conditions of hostile partial-band noise interference, is performed in this 
thesis. The data are assumed to be encoded using convolutional coding and the receivers 
are assumed to use soft decision Viterbi decoding. 

The receiver structures to be examined are the conventional FFH/BPSK receiver 
with diversity, the conventional FFH/BPSK receiver with diversity and the assumption of 
perfect side information, and the noise-normalized FF H/BPSK combining receiver with 
diversity. The FFH/BPSK noise-normalized receiver with diversity minimizes the effects of 
hostile partial-band noise interference and alleviates the effects of fading. The effect of 
inaccurate measurement of the noise power present in each hop is also examined, and it is 
found that noise measurement error does not significantly degrade receiver performance. 
For the conventional FFH/BPSK receiver with perfect side information, the effect of a 


Ricean fading channel is also examined. 
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I. INTRODUCTION 


A. BACKGROUND 

The conventional modulation/demodulation techniques like binary phase-shift 
keying (BPSK), quadrature phase-shift keying (QPSK), M-ary frequency-shift keying 
(MFSK) have good performance for digital communications in an additive white Gaussian 
noise (AWGN) environment. In reality, there are many occasions when the channel 
cannot be modeled as AWGN. For example, a military communication system is more 
likely to encounter narrowband interference such as a continuous wave (CW) signal near 
the carrier frequency in addition to AWGN. Also, the transmitted signal usually follows 
many different propagation paths in order to reach the receiver, so it suffers from another 
type of interference called multipath interference. 

The necessity for a more robust modulation/demodulation technique in the 
presence of narrowband interference for military applications drove the development of 
spread spectrum. Spread spectrum is so called because the transmission bandwidth 
employed is much greater than the minimum bandwidth required to transmit the 
information. Some types of spread spectrum systems decrease the ability of a hostile 
observer to detect communication. This type of system is referred to as a low probability 
of detection (LPD) communication system. Other types of spread spectrum systems 
decrease the ability of a hostile observer to intercept communications. This type of system 
is referred to as a low probability of intercept (LPI) communication system. Spread 
spectrum systems also decrease the ability of a hostile jammer to efficiently jam the 
communication band. In the past, spread spectrum systems were primarily used for 
military applications. Nowadays, spread spectrum systems are coming into widespread use 
for commercial applications such as cellular communications and _ wireless 
communications. There are three primary types of spread spectrum systems: 
direct-sequence, frequency-hopping, and time-hopping systems. Hybrids of such systems 


can also be obtained. 








As was mentioned above, one spread-spectrum modulation technique is 
frequency-hopping spread spectrum. Typically, in frequency-hopped spread spectrum the 
frequency of the carrier changes periodically according to some pseudorandom pattern. If 
more than one symbol is transmitted before the carrier frequency hops, then the system is 
referred to as a slow frequency-hopping (SFH) spread spectrum system. If the carrier 
frequency changes one or more times during the transmission of one symbol, then the 
system is referred to as a fast frequency-hopped (FFH) spread spectrum system. Fast 
frequency-hopping is a form of frequency/time diversity when multiple hops per symbol 
are used. Diversity is a form of repetition coding for the transmission of one symbol. A 
signal configured with multiple replicate copies, each transmitted over a different 
frequency, has a greater possibility of surviving than a signal with no diversity. 

One of the most severe forms of narrowband interference is partial-band noise 
interference. In this case the jammer selects a fraction of the signal transmission bandwidth 
to jam with the result that significant performance degradation can occur. Fast 
frequency-hopping with diversity can be an effective countermeasure against partial-band 


noise jamming. 


B. OBJECTIVE 

In this thesis, the performance of a fast frequency-hopped BPSK receiver using 
noise-normalization is investigated. Noise-normalization combining is a technique that can 
be useful in reducing the effect of hostile interference. The noise-normalized receiver will 
be discussed in Chapter III. Partial-band noise interference is assumed in addition to 
AWGN. The communication system also employs diversity, convolutional coding, and 
soft decision Viterbi decoding. For purposes of comparison, a fast frequency-hopped 
BPSK receiver with perfect side information is used. The perfect side information receiver 
will be discussed in Chapter IV. The assumption of perfect side information is unrealistic 
but provides an ideal against which other systems can be compared. 

The effect of partial-band interference on communication systems for noncoherent 
channels was investigated in [Ref. 1]. The performance of a noncoherent FFH/BFSK 


system with diversity and partial-band noise interference, was investigated [Ref. 2]. In 
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[Ref. 3] the effect of partial-band noise interference and channel fading on a non-coherent 
FFH/MFSK noise-normalized receiver was investigated, but the noise measurement was 
assumed to be ideal. In [Ref. 4] the performance of a FH/DPSK receiver with partial-band 
jamming and in [Ref. 5] the performance of a FH/QPSK receiver in the presence of 
jamming was investigated. 

Previous investigations of FFH systems have concentrated on noncoherent systems 
such as noncoherent FFH/MFSK since, given current technology, implementation of 
coherent systems is not practical. This will not remain true in the future given sufficient 
technological advances, and FFH coherent systems with diversity have the advantage of 
zero noncoherent combining losses. Noncoherent combining losses result in a severe 
limitation of the effectiveness of noncoherent FFH systems with diversity. Hence, in this 
thesis the performance of a noise-normalized FFH/BPSK receiver with non-ideal noise 
power measurement and partial band noise jamming is investigated. Non-ideal noise 
power measurement is an important problem for the noise-normalized receiver since 


accurate, real time noise power estimation is difficult to implement for a FFH system. 





Il. DESCRIPTION OF SYSTEMS 


\ 


The fast frequency-hopped BPSK transmitter is assumed to perform L hops per 
data bit where L is an integer greater than or equal to one. A block diagram of the 
FFH/BPSK receiver with noise normalization combining is shown in Fig. 1. At the 
receiver, the FFH signal is assumed perfectly dehopped. After the multiplier used for 
frequency translation, or heterodyning, an integrator circuit integrates the signal over the 
duration of one hop. The integrator acts as a low pass filter and provides optimum 
detection in AWGN. The integrator output is modeled as a Gaussian random variable X, 
where k is an integer number between 1 and L corresponding to the specific hop. 

For signals transmitted over fading channels, simple linear combining of the hops 
of a bit is sufficient to improve performance dramatically. For narrowband noise such as 
the worst case partial-band noise jamming considered in this thesis, simple linear 
combining is ineffective. One technique for reducing performance degradation due to 
partial-band noise jamming is noise-normalization combining. In noise-normalized 


receiver, the integrator output is normalized by the measured noise power G, of hop k. 


We consider both ideal and non-ideal noise power measurement. The decision variable Z 
of the receiver is formed by the summation of the noise-normalized integrator outputs Z,, 
k=1...L. The decision variable Z is also a Gaussian random variable since it.is the sum of 
L independent Gaussian random variables. The signal Z is routed to a comparator where 
the final decision for an one or zero takes place. The effect of the noise-normalization 
procedure is to de-emphasize jammed hops with respect to unjammed hops; hence, the 
influence of jammed hops on the overall decision statistic is minimized. 

The other receiver to be considered uses a knowledge of which hops are jammed 
and which are not. This information is called side information. When we know with 
certainty which hops are jammed and which are not, then we have perfect side 
information. In a receiver with perfect side information, only unjammed hops contribute 
to the final decision statistic unless all hops are jammed, in which case all hops are used 
_ with equal weight. If the system operates at a very high ratio of bit energy-to-thermal 


noise power spectral density (E,/N, ), then the effect of thermal noise may be neglected; 











and if any of the L bits are received without jamming, the decoder makes a perfect 
decision based only on the unjammed hops. Perfect side information is not realistic, but it 
gives us a standard against which to measure réceivers which have imperfect side 
information. 

The type of interference that is considered in this thesis is partial-band noise 
interference caused either by a partial-band jammer or by some unintended narrowband 
interference. The partial-band noise interference is modeled as a Gaussian process. Let p 
denote the fraction of the spread spectrum bandwidth jammed. Thus, p is the probability 
that narrowband interference is present, and (1-p) is the probability that narrowband 
interference is not present. If oi is the average power spectral density of partial-band 
noise interference over the entire spread bandwidth, where N is the total number of 
frequency bins and N; is the noise power spectral density of the jammer without 
partial-band jamming, then = is the power spectral density of partial-band interference 
when it is present. In addition to narrowband interference, the signal suffers from the 
existence of thermal noise. The power spectral density of this wideband noise is defined as 


x2 Thus, the total power spectral density of wideband noise and partial-band noise 


interference combined is given by 
Nr=S4+— (1) 


If we assume that the equivalent noise bandwidth of the receiver is B Hz, then for 
each hop the noise power NB is received with probability (1-p) when interference is not 


present and noise power (N, +N;/Np)B_ with probability p when interference is present. In 
this thesis the bit rate is assume fixed. So for an FFH/BPSK system with L™ order 


diversity the hop rate is given by 


Ry,=LR, or Th= > (2) 


where Ry, and 7; are the hop rate and the hop duration, respectively, and R, and 7; are 
the bit rate and the bit duration, respectively. It is obvious that when L = 1 there is no 

















Bn 


diversity and noise-normalization has no effect. Also, the average energy per bit is related 


to the average energy per hop by 





Ep = Lk), =>E,=— (3) 


where Ey is the average energy per bit and E;, is the average energy per hop. So for a 
fixed bit rate and a fixed average energy per bit, both hop duration and average energy per 


hop decreases as diversity increases. 

The equivalent noise bandwidth in the noise-normalized BPSK demodulator must 
be at least as wide as the hop rate, and for the correlation demodulator assumed in this 
thesis B = Ry, = So the received noise power is (N, + —y/ T;, when partial-band noise 
interference is present and N/T}, when is not present. 

Note that there are two ways to investigate the performance of the FFH/BPSK 
noise-normalized receiver with L™ order diversity. The first is by assuming that the spread 
spectrum transmission bandwidth W is fixed. The bit rate is already assumed fixed for this 
thesis. Thus, as diversity increases, the number of frequency bins must decrease when 


bandwidth is fixed since W=KNLRz where L is the diversity, N the number of 
frequency bins, and K is an integer. 


Alternatively, we can assume that the number of bins NV is fixed. Now increasing 
diversity L also increases bandwidth by a factor of L. This means that the power of 
jammer P, must be spread over a bandwidth larger by a factor of L, and the jamming 
power spectral density decreases by a factor of L. For this case Ninew = a where Ninew is 
the jamming power spectral density after the spreading over the larger bandwidth. 

When a system utilizes forward error correction coding (FEC), then for every k 
information data bits, n coded bits are transmitted where n>k. The FEC can help improve 
overall system performance. It is obvious that the n coded bits must be transmitted in the 


same time that the k data bits are transmitted in order to maintain a fixed data bit rate. So 
nT,, =kT, (4) 


and 








T,, = £T, =rT, (5) 


where ’= . is the code rate, 7;, is the coded bit duration, and Rs. is the coded bit rate 
which is given by 


Ry, =2Ry = (6) 


Since r<1, the coded bit rate is higher than the uncoded bit rate. On the other hand, the 
average transmitted power is the same regardless of whether coded or uncoded bits are 


transmitted and is given by 
Pe Lp te = bik (7) 


be — - b — } b ( ) 


Since r<1, the average energy per coded bit is less than the energy per data bit, and for 
fixed average energy per data bit, increasing the level of coding increases the probability of 
coded bit error. In this thesis the FEC used is convolutional coding with constraint length 
v=3 and code rate r=1/2. A convolutional code produces n coded bits that are determined 
by the k data bits and the k(v-1) preceding data bits. 

If'we assume that the number of bins N is fixed, then the bandwidth with coding is 


increased by a factor 1/r and the power of jammer has to be spread over a bandwidth 


N; 
larger by a factor 1/r. Hence, Ninew == = rN j. laking diversity into account, we see 


r 


that the jamming power spectral density decreases in total by a factor L/r. Hence, the 
ae rN; 
jamming power spectral density is NV jnew = vz 


We modeled the channel as a Ricean fading channel in which the signal consists of 
two components: a direct signal component and a diffuse signal component [Ref . 6]. In 


this case the channel for each hop is modeled as a frequency-nonselective, slowly fading 

















Ricean process. So the bandwidth of a hop is assumed to be smaller than the coherence 
bandwidth’ of the channel, and the hop duration is assumed smaller than the coherence 
time of the channel [Ref. 6]-[Ref. 7]. As a result of the above assumptions, the dehopped 
signal amplitude is modeled as a Ricean random variable. In this thesis, only the receiver 


with perfect side information is assumed to receive a signal over a fading channel. 
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Ill. PERFORMANCE ANALYSIS OF FAST 
FREQUENCY-HOPPED NON-IDEAL NOISE-NORMALIZED 
COMBINING BPSK RECEIVERS WITH SOFT DECISION 

VITERBI DECODING 


The performance of the noise-normalized receiver is evaluated in this thesis by 
obtaining the bit error probability versus the bit energy-to-interference power spectral 


density for the receiver in Fig 1. The analysis requires the statistics of the random variables 


that model the integrator output X;, k=1,2,...,L, for each hop k , as well as the statistics 
of the noise-normalized random variables Z;, k=1,2,..., L, where 


Zk=— (9) 


where Gj, is the inaccurate noise power measurement for hop k. The summation of Z;'s 
yields the final decision random variable Z 


L257) (10) 


From Fig 1. the mean of X;, is simply the integrator output when there is no noise and is 
given by 


X,= J2 A. | (11) 


For this thesis we assumed perfect dehopping . 


A. NOISE POWER ESTIMATOR 


We have already discussed in the previous chapter that the noise power for each 


hop is 


11 











0, = 0, = (13) 


with probability p when interference is present. When the estimation of the noise power is 
ideal then 


S kideat a Ox | (14) 


When the noise power estimation is not ideal, then the total estimated noise power when 


interference is present is given by 





a2 op 
9%, = T, (15) 


where NV; is the estimated noise power spectral density of the jammer and thermal noise 
power is assumed to be estimated without error. In this thesis N; is modeled as a 


parameter so 


N; =KN; (16) 


where k is a real number and takes different values. For values of k such that k<1, N; 18 


underestimated . For values of k such that k>1, N, is overestimated. When k=1, we have 


ideal noise power estimation and N; = N;. 


When only thermal noise is present the estimated noise power is given by 


a2 2 _N 
Ox, = 84, = 7 (17) 
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B. PROBABILITY DENSITY FUNCTION OF THE DECISION VARIABLES 


The random variable X;, is a Gaussian random variable, and its probability density 
function 1s 


= hy 





Ja (Xk) = TT exe ) (18) 


Making the linear transformation of equation (9) and using equation (11), we get the 


probability density function 





Fa,(Zk) = im exp(-—Ta—) (19) 


We note that equation (19) is a Gaussian random variable with mean 


= Jo. Ac 

Z,= 4% (20) 
k 

and variance 
z 
2 Oo 

oT arr | (21) 

k 


Since Z, is a Gaussian random variable, then from equation (10) Z is also a Gaussian 


random variable, hence the mean of Z is 


Z= >» Zk (22) 


L 
oF =» 07, (23) 
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Substituting equations (20) and (21) into equations (22) and (23), respectively, we obtain 


the mean 





—_ L 2A: 
L= 2, 2 (24) 
k=] Ok 
and the variance 
t2 
2 Oy 
Z kel 6? ( ) 


of the decision variable Z. 


If i of the L hops are jammed, then from equation (24) the mean of the random 


variable Z, is given by 





Z = 14 AU -) (26) 


The variance, or the noise power, of the random variable Z is obtained from equation (25) 
as 





2 or, 8; i, | 
07 = Git ge i) = i+(L- i) (27) 
oy i 


where Gy, is the estimated noise power of the jammer and oj, is the thermal noise power. 
We have already assumed in equation (17) that 6; = 07, 


C. PROBABILITY OF BIT ERROR 


1. Without Coding 


Since the decision statistic Z is a Gaussian random variable, the conditional bit 


error probability is 


14 

















P,(i) = of [E (28) 
where the Q-function is defined as 
Ol) = == J exp(-H)an. (29) 


Substituting equations (26) and (27) into equation (28), we get the conditional bit error 


probability given i jammed hops as 

















(30) 
PAG a Ge ae +L -i)? 
ar Saiaiiaaie Gane 31) 
iL i411 
Si, Sx, 
and we already know from equations (2) and (17) that 
: é cLT c 2E 
= 7 — = a “= aa = In, G32) 
re} ko oO o O re) 
Also from equations (15) and (17) 
22 Nj F 
GO, Not+t—= N; 
‘ pv J 
or la na Oo SNNG (33) 
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which can be rewritten 


‘ ; 1 
Or. N:; 2 
om = C + H. | (34) 








B;. “i w! 
= (35) 
Ox. 1 Ny 

j tae 


Substituting equations (31), (32), (34), and (35) into equation (30), we get the conditional 
probability of bit error for the noize-normalized receiver without coding and non-ideal 


noise power estimation as 





Prli,Nj) =O (36) 
We note that for 1=0 (no jammed hops) 
P»(0) = Ps - of 2 (37) 


which is the bit error probability for the conventional BPSK receiver. 
Since whether or not a hop is jammed is independent of whether other hops are 


jammed or not the probability that i of L hops are jammed is given by 


p(1—p)? (38 ) 


16 














and the number of different ways that i of L hops can be jammed is given by the binomial 


| (39) 
1 


Therefore, the probability of the event that i of L hops are jammed is 


coefficient 


ae 

P_(i hops jammed) = ( | o'(1-p)? (40) 
I | 

Finally, the probability of bit error for any type of FFH system with diversity and 


partial-band noise jamming is given by 


L 


Pp=d a Joa ~ py’ *P,(i) (41) 
=O \ / 


i= 


In our case P;(7) is given by equation (36). From equation (41) we can calculate the bit 
error probability of a FFH/BPSK noise-normalized receiver with diversity. 


In order to estimate the worst case p, the p which maximizes the probability of bit 
error, we assume that P;, is dominated by the all hops jammed case. Hence 


P, 40( [oe ) | (42) 


According to Leibnitz's rule, we get from equation (29) 


dQ(z) z2 
ae =~ exPC-5) (43) 





Now 
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Let Pero [2pNE LaQ@) de 
a ~ LP o( Nj ) +p dz dp (44) 


and applying equation (43) to equation (44), we get 





oak 
dP in [2pNE Ey. 1( 2pNEy \ 2 ( 2NE 
$e 1ptio{ [PRE ) — exp _eey1 (2a) * (20) (45) 


By using an approximate expression of Q(z), [Ref. 8] 


O(2) x = z>2 (46) 


nz \z?+l 


we can simplify equation (45) as follows 











_PNE b 2pNE b L __ PNE b 
aPy L-i *P af ( af) _ mi ei 3 (47) 
dp p A4npNE;, ez 4 4npNE p N; 
which reduces to 
L-4 pNE, 
2 ee eee) 
dp 4nNE}, N; [Bes oi 





. dP : 
We require 7 = (0). From equation (48), only the factor sam e —1 can be equal to 
N: 
Jj 
zero for 1 >p>0. Hence, 
2L 
2PpweNEp 4] > | = 0 i 
N; : 


which can be solved to obtain 
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| 
2 
Pwe NE}/N; . (50) 


Equation (50) provides an estimate of Pye. 


2. With Coding 
The bit error probability of the FFH/BPSK noise-normalized receiver with L” 


order diversity and convolutional coding is bounded by [Ref. 6] 


Py<t ¥ waPa(d) (51) 


— free 


where wg is the information weight of all paths of weight d and P, (a) is the probability of 
selecting a code word that is a distance d from the all zero code word. For soft decision 
decoding, P2(d) is equivalent to the probability of coded bit error for binary signaling with 
d" order diversity [Ref. 6]. Since we have already assumed that our system utilizes L® 
order diversity, the total effective diversity is Ld and P, (d) is obtained by modifying 
equation (41) to get 


Ld \ , Ls 
P2(a) = py ( p'(1 — p)'**P2(d/i) (52) 

where P2(d/i) is given by modifying equation (36) to get 
( 


P2(d/i) =O (53) 





where r is the ratio of the number of information bits to the number of coded bits and is 
called the code rate. In order to find the worst case value of p, we follow the same 
procedure as before, beginning with 
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rs=pol >) 0 


and we get 





Pwe ~ NE,rd (5 5) 


This concludes the analysis of the FFH noise-normalized combining BPSK receiver. The 
discussion of numerical results is deferred until Chapter V where results for both the 
noise-normalized and the receiver with perfect side information, discussed in the next 


Chapter, are presented. 


20 























IV. PERFORMANCE ANALYSIS OF FFH/BPSK 
RECEIVERS WITH PERFECT SIDE INFORMATION, RICEAN 
FADING AND SOFT DECISION VITERBI DECODING 


A. PROBABILITY OF BIT ERROR 


1. Without Coding 
As mentioned in the previous chapter, the total bit error probability of any type of 


FFH spread spectrum system with diversity and partial-band noise interference is given by 


L 


P,=2, [t Ja — p)"P2(i) (56) 


i=0 


For a receiver with perfect side information, when the number of jammed hops is 
less than ZL, then the computation of the probability of bit error is based on the L-i 
unjammed hops. Hence, the only noise source is AWGN, and the system has an effective 


diversity of L-i, where the effective energy per bit is reduced by the factor ar In this 
case, the conditional probability of bit error P,(i) is given by 


Px(i) = Of PP ) ix L (57) 


When all hops are jammed, all hops are used, and the conditional probability of bit error is 


given by 





2E . 
P,(L)=O) [= | i=l (58) 
Not | 
pN 
Assuming that —* >>1, we come to the conclusion that P,(@j)~0 when i#L. 


Assuming also that NV, is very small, we obtain the total probability of bit error 
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2E pp 
Pye p?( i (59) 
The approximate worst case value of p, as previously, is given by equation (50). 


2. With Coding 


We have already shown that the probability of bit error for convolutional coding 
with soft decision Viterbi decoding is given by equation (51), while P2(d) is given by 
equation (52). For the receiver with perfect side information, when i+Ld, we adapt 
equation (53) to obtain the conditional probability of bit error. 





P2(dli) = of > (Ld- i) (60) 


and when i=Ld 





P,(dli)=Q) |= (61) 


Not 


The approximate worst case value of p is again given by equation (55). 


3. With Fading 

By modeling the channel as a Ricean fading channel we assume that the signal 
amplitude is no longer fixed but varies. In this thesis, only slowly fading 
frequency-nonselective Ricean aie channels are examined [Ref. 6]. The problem of 
BPSK with diversity transmitted over a Ricean fading channel has been examined [Ref.9]. 
The result obtained is cumbersome in the extreme. In this subsection, the probability of bit 
error is obtained in terms of an integral that must be evaluated numerically. The resulting 
numerical integration is significantly easier to implement than is applying the analytic 
solution obtained in [Ref. 9 ]. 

The probability density function of the Ricean random variable a, is [Ref. 10] 
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ae, +0 
2 


fia, (ey) = E exp(-)1.o(—)u(ae,) (62) 


o2 
where J(¢) represents the modified Bessel function of order zero and u(e) is the unit step 
function. The total average received signal power of hop k is 


az, = a* +207 (63) 


where a” is the power of the received non-faded (direct) signal component and 20? is the 
power of the received Rayleigh faded (diffuse) signal component. The noise-normalized 


signal power of hop k is given by 


o? | 
2 = Pkt Sk (64) 
k 


where p; = a/c; is the direct signal-to-noise power ratio and &; = 207/o? is the diffuse 
signal-to-noise ratio. We specify the ratio of the direct component of the signal power to 


the power of the Rayleigh- faded component of the signal as 


_ a _ aloe _ pe 
1 907 ~ 207/02 Sk 9) 
from equation (65), 
P= Ex (66) 


Substituting equation (65) into equation (64), we get 


Ent be = Ex(n +1) (67) 


and the final expression for the diffuse signal-to-noise ratio is 














= ()(S) (6 


Qa A2 
We notice that if there is no fading then — = —;, which implies that n > . 
OX O; 
Also, when n 0 we have a Rayleigh fading channel, and p; —> 0; i.e., the direct signal 


component goes to zero. 
In equation (62), for the change of variables a2, = b;, we get 


da 
oe | 
db, 2ac, (69) 








and the probability density function becomes 





fo, (be) = de exp(—ES lo(& [Bx u(x) (70) 


The Laplace transform of equation (70) is 
F,(8) = | fay(bu)exp(-sbudbx (71) 
" | 


which can be evaluated to obtain 





Fp By = _ sor OP Sax(— ale (72) 


We define b = > We 5 and since F'p(s) = [F'z,(s)]”, we get after inverse transforming 





Js(b) = 3 exp (2 a a a (a JLb ) u(b) (73) 


_ We know that the probability density function of a Gaussian random variable is [Ref. 6] 
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(£2 0 





Ix(x) = 


where O, and X are the variance and the mean of the Gaussian random variable x 


respectively. Thus, the bit error probability is [Ref. 6] 





ey | dx (75) 
=) 
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7 


1° @) 

1 fi 
J zzexp 
0 


Substituting in equation (75) A = x and di. = aa we get 











Pp=— | exp-)aa (76) 
Modifying equation (76) by using 
L 
2 > ae, 
2 = = (77) 
7 » ay 
k=] 
which leads to 
L 
27 h Ds acy 
x2 k=l 2T ,b 
a oe (78) 
we obtain bit error probability conditioned on b as 
06) 
12 
[expan (79) 
2T pb 
No 
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which can be expressed in terms of the Q-function as 
_¢ Pte 
Po= ol i) 
Now the total P, is 


Py = | fo(b)Ps(b)db 
0 


An approximate expression for equation (80) that is valid for b>>1 is 


Tb 


1 
[4nT,b/No exp( No ) 





P4(6) ® Poa (b) = 


Now we add and subtract P,,,, from the integral of equation (81) to get 


Ps = | fo(B)[Po(b) + Poagy —Pbayp 1db 
0 


which is equal to 


Ps = | f(b) Po(b)— Poayp(b) [ab + | fo(b)PbappAb 
0 0 


We define 
Ip = | fo(b)Piappb 
0 


and if in equation (82) we let 
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(81) 


(82) 


(83) 


(84) 


(85) 

















ade (86) 
where c is some constant, then equation (82) becomes 
—T yb 
Papp (b) = == Time CPC OD 


Now equation (85) becomes 


t eenp(Lati20*) i. 
I= | 26%(La2) tI Jane © xp(-1G5 + an) h (= Lb ) ass) 
and if we define & = > and p= ==, equation (88) can be evaluated to obtain 
— es ae —— 
B= pt fine XP 9 ws 


Rewritting equation (73), we get 


~ 262(La2/e2)t-12 2607/0? 207/02 


blo2)E-1/2 blo2+Loa2/o2 2, |La?bios 
fa(b) = OP exp (EEE) 1, oe) (90) 


If we define 5’ = b/o;, and db’ = db/oj,, then equation (90) becomes 


Jab") = ons exp (—4 —! ft) (2 z,vLpxb’ ) (91) 





and equation (84) can be expressed as 


Py = | fal) Pol’) Poyp(b’) lab! + =—*— exp(-Z2)(02) 
0 


Zt 

















In equation (92), 


P,(b’) = O(/ 28’ ) (93) 


Prag (b!) = = exp-b’) (94) 


and 


phy(L-i-1y2 _b!(L-i 
fa(b’) = Se (i-lyn © exp(—— Nh L-i- Ge 4 ( (L —i)pxb’ ) (95) 


and [ ae Ca /(L—i)pxb’ ) is the modified Bessel function of order L-i-1. Equation (92) is 
now in a form that can be easily evaluated by numerical integration since the integral 
rapidly approaches zero to increasing b'. 

The conditional probability of bit error, assuming that i out of L hops are jammed, 


is obtained from equation (92) as 


ety (9 6) 


_ft / Fy. / / 1 see 
Poi) = [fol PO!) Pg (0/14! + ts exp 


When all hops are jammed, i = L, the conditional bit error probability is given by 


PL) = | fol EP s(®) ~ Papp (Nab! + (97) 


1 Pek 
(2ne (1+€,)% exp( ep) 


Finally, substituting equations (96) and (97) into equation (56), we obtain the total bit 
error probability for a perfect side information receiver and a Ricean fading channel. 


Numerical results are presented in the next Chapter. 
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V. NUMERICAL RESULTS AND DISCUSSION 


A. NOISE-NORMALIZED RECEIVER 


1. Without Coding 

By using equations (36) and (41), we obtained the probability of bit error of the 
noise-normalized receiver without coding. Figs. 2-13, are an illustration of an examination 
of the performance of the receiver for non-ideal estimation of noise power. Specifically, in 
Figs. 2-4, a 50% underestimation of noise power is assumed, in Figs.5-7 a 75% 
underestimation of noise power is assumed, in Figs.8-10 a 50% overestimation of noise 
power is assumed, and in Figs.11-13 a 100% overestimation of noise power is assumed. 
The order of diversity is L=2, 4, and 6, and the fraction of the jammed band p is taken as 
p=0.001,0.02,0.1,0.5,land p,,. We assumed that the ratio of bit energy-to-jamming noise 
power spectral density varied from -30 dB to 10 dB. In all cases, by increasing diversity 
we achieved better performance, contrary to what is obtained with noncoherent systems 
where noncoherent combining losses are a factor [Ref. 11]. 

The performance of the receiver is better when the noise power is underestimated 
50% rather than 75%. The performance of the receiver is better for 100% overestimation 
than for 50% overestimation. In general, we noticed that overestimation gave better 
performance than underestimation. The higher the overestimation error the better the 
performance of the receiver. This result is not unexpected and is consistent with results 
obtained for noncoherent systems. For all cases of noise-normalization error considered 
and, for L=2, p=1 is not worst case for all values of E,/N; . For some specific values of 
E/N, when the whole band is jammed receiver performance is best. For 75% 
underestimation of noise power, L=2, and values of E,/N, between -1 dB and -17 dB, 
p=1 is best case for the receiver; while for values of E/N, between -9 dB and 10 dB, 
p=0.001 is worst case. For 50% overestimation of noise power, L=2, and E,/N, between 
-1 dB and -12 dB, p=1 is best case for the receiver; while for E, /N; between -5 dB and 
10 dB, p=0.001 is the worst case. Clearly, a diversity of L=2 is insufficient to completely 


eliminate the effect of partial-band noise jamming. 
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For 50% and 100% overestimation of noise power and for L=4 and 6, p=1 is 
worst case for the receiver. For 75% and 50% underestimation of noise power, as L is 
increased, the range of values of E, /N, over which p=1 is best case becomes smaller. For 
a specific fraction of the band jammed, the receiver has the best performance for 100% 
overestimation of noise power and diversity of order L=6. 

Ideal noise normalization, illustrated in Figs.14-16, is seen to have better 
performance than that obtained when noise power is underestimated . On the other hand, 
ideal noise-normalization does not perform as well as when noise power is overestimated. 
As can be seen from an examination of the figures, the effect of partial-band noise 
jamming can be completely negated, given sufficient diversity, by intentionally 


overestimating noise power. 


2. With Coding 

By using a combination of equations (51), (52), and (53), we obtained the 
probability of bit error of the noise-normalized receiver with coding. In Figs. 17-26 we 
illustrate the performance of the receiver for the same cases as above, but this time with 
the addition of convolutional coding. The order of diversity examined is L=1 and 2. As 
before, overestimation of noise power gives better results than underestimation. For 75% 
and 50% underestimation of noise power and for both L=1 and 2, p=1 is not worst case 
for the receiver for all values of .E,/N, . For L=1, different values of p yield worst case 
depending on E, /N,. For 75% underestimation of noise power and E, /N, between -4 dB 
and -11dB, worst case is p=0.001 and between -11 dB and -16 dB, worst case is p=0.02. 
For 50% and 100% overestimation of noise power and L=2, p=1 is the worst case for all 
values of E, /N;. In all cases equation (50) provided a satisfactory approximation to p,,.. 
Again, ideal noise-normalization gave better results than noise power underestimation and 
_ worse than overestimation. As can be seen, much lower levels of diversity are required to 


eliminate the effects of partial-band noise jamming when convolutional coding is used. 


30 




















3. Comparisons 


In Figs. 27-29 the improvement in performance of the noise-normalized receiver 
without coding for worst case partial-band jamming and increasing the estimation error is 
shown. For L=2 and E, /N, <-25 dB and for L=4, 6 and E, /N,<-23 dB the performance 
remains the same, regardless of the estimation error. Especially noteworthy is that the 
same performance is obtained for a wide range of overestimation. It is clear that with 
overestimation of noise power the receiver performance is better than with 
underestimation. The higher the overestimation error, the better the performance of the 
receiver. We also noticed that for bit energy-to-jamming noise ratios less than -23 dB and 
worst case partial-band jamming that the performance is unaffected by estimation error. 

In Figs. 30-31 the improvement in performance of the noise-normalized receiver 
with coding for worst case partial-band jamming and increasing the estimation error is 
shown. For L=1 and E,/N; <-25 dB and for L=2 and E/N, <-23 dB, the performance 
remains the same, regardless of the estimation error. 

In Figs. 32-37, we illustrate the probability of bit error for the noise-normalized 
receiver both with and without coding for worst case partial-band noise jamming and 
different values of diversity for each case of noise power estimation. In Figs. 32-34 we 
assumed a system with constant bandwidth, which is the classical way of evaluating a 
system. No matter what the noise estimation is, the utilization of coding allows the 
receiver to have better performance than without coding even with high order diversity 
(L=6). In Figs. 35-37, we assume a system with a constant number of bins. This kind of 
system in general has better performance than a system using constant bandwidth. The 
reason is that in this system the bandwidth is increased by a factor of L without coding and 
by a factor of L/r with coding. Consequently, the power of the jammer is spread over a 
larger bandwidth, decreasing its effectiveness and enhancing the performance of the 
receiver. So for the case of 50% noise power underestimation without coding and L=2, 
there is a gain of 3 dB and for L=6 there is a gain of 8 dB at probability of 10°. This is in 
agreement with theory as we expected a gain of 10log,,L. dB. For the noise-normalization 


with coding the gain is expected to be 10log,, (3) dB. For example, regardless of 


3] 





estimation error, at a probability of bit error 10° and L=2 the gain is 6 dB. Again, the 
utilization of coding yields better performance than no coding and diversity L=6. 

In Figs. 38-40 we compare the performance of the noise-normalized receiver for 
each case of noise power estimation, with and without coding, with diversity L=2, to the 
performance of the comparable conventional FFH/BPSK receiver assuming a system with 
constant bandwidth. It is apparent that the noise-normalized receiver with coding gives the 
best performance for almost the entire range of E/N. The FFH/BPSK with 
noise-normalization receiver with coding has a significantly better performance, about 23 
dB, than the conventional FFH/BPSK with coding at a probability of bit error 10’. We 
also notice that for all cases of noise power estimation error and for E, /N, between -17 
dB and -11 dB that the conventional FFH/BPSK receiver with coding has the worst 
performance, while for values of E,/N, >-9dB the conventional FFH/BPSK receiver with 
coding has better performance than the FFH/BPSK noise-normalized receiver without 
coding . 

In Figs. 41-43, we illustrate the same comparisons as above but for a system with a 
constant number of bins. The same general trends previously observed are repeated, but 
the performance of the receivers with coding is improved about 7 dB, while without 
coding the performance is improved about 3 dB as compared to a system with constant 
bandwidth. 


B. PERFECT SIDE INFORMATION RECEIVER 
1. Without Fading 


a. Without Coding 

In order to evaluate the performance of the perfect side information 
receiver, we computed the probability of bit error using equations (56), (57), and (58). 
We assume that the ratio of the bit energy-to-thermal noise power spectral density E, /N, 
is 20 dB rather 10.52 dB. In Figs. 44-46 the performance of the perfect side information 
receiver without coding and for L=2, 4, and 6 is illustrated. The fraction of the band that 


must be jammed for worst case performance is calculated from equation (50). Broadband 
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jamming, p=1, is not worst case for all values of E,/N , In general, as diversity increases 
the range of values of E,/N; for which p=1 is worst case increases. We also note that as 
the bit energy, E,, decreases smaller values of p result in worst case performance. As 
diversity increases, worst case partial-band noise jamming approaches broadband noise 


jamming (p,,, =1). 


b. With Coding 

In Figs.47-48 we evaluated the performance of the perfect side information 
receiver by computing the bit error probability using equations (60) and (61). As is 
expected, the utilization of coding gives better results than without coding. For p=1 and 
L=2, there is a coding gain of 4 dB for a probability of bit error of 10°. 

When using convolutional coding, there is no need to use high orders of 
diversity. Even with a diversity of L=2, the performance of the receiver is better than 
without coding and a diversity of L=6. Performance degradation due to partial-band noise 


jamming is essentially eliminated with very small level of diversity when coding is used. 


2. With Fading 

Without Coding 

In Figs 49-57 we evaluate the performance of the perfect side information 
receiver for Ricean fading channels using equations (96), (97), and (56) . 

In Figs. 49-51, we examine the performance of the receiver for L=2, 4, 
and 6 with a ratio of the direct-to-diffuse component of the signal of 10, n=10. In all 
cases, p=1 yields worst case. The smaller the fraction of the band that is jammed, the 
better the performance of the receiver. As we increase the direct component of the signal 
so that n=100 (Figs.52-54), the overall performance of the receiver improves and 
approaches what is expected in the absence of fading. 

For the case of Rayleigh fading, the direct component of the signal is zero. 
In Figs. 55-57, we examine the performance of the receiver for this case. We note that for 


L=2 even small values of p are effective in degrading receiver performance. For values of 
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E,/N, between -30 dB and -13 dB, p=1 is the worst case for the receiver and between -7 
dB and 1 dB is the best. Receiver performance improves when diversity is increased to 
L=6, and only p=0.1 results in a high probability of bit error. For values of E,/N, greater 


than -8 dB, the effectiveness of the jammer is negligible when the whole band is jammed. 
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VI. CONCLUSIONS — 


There is a noticeable difference in the performance of a FFH/BPSK: 
noise-normalized receiver in partial-band noise jamming conditions when the noise power 
estimation is inaccurate. The poorest receiver performance is obtained when the noise 
jamming power is underestimated, and the best performance is obtained when the noise 
jamming power is overestimated. This is the result we intuitively expect and is consistent 
with the results obtained for noncoherent noise-normalized MFSK [Ref 11]. The effect of 
diversity in minimizing receiver degradation due to partial-band noise jamming is 
significant. The performance of the receiver improves as diversity is increased. 

The utilization of convolutional coding with soft decision Viterbi decoding 
dramatically improves the performance of the receiver and increases significantly the 
robustness of the receiver in partial-band noise jamming. The combination of coding and a 
diversity of L=2 gives performance superior to that obtained when only a high order 
diversity (L=6) with no coding is used. 

We investigated the performance of the FFH/BPSK noise-normalized system for 
both a constant bandwidth and constant number of frequency bins. In general systems 
with a constant number of bins have better performance against a jammer than systems 
with constant bandwidth. In both cases, the FFH/BPSK noise-normalized receiver with 
coding and L” order diversity performs better in a partial-band noise jamming 
environment than the traditional FFH/BPSK receiver either with or without coding. 

The performance of a FFH/BPSK receiver with the assumption of perfect side 
information with fading and partial-band noise jamming is also examined. As mentioned 
previously, the assumption of perfect side information is unrealistic but provides an ideal | 
against which other systems can be compared. We note that the performance of the 
receiver improves in fading channels with partial-band jamming for increasing diversity. 
The opposite occurs in channels without fading and with partial-band noise jamming. The 
worst performance degradation of the receiver occurs for Rayleigh fading channels with 
_ partial-band noise interference. Even with a diversity of L=6, partial-band noise jamming 


with p=0.1 resulted in a high probability of bit error. 
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We conclude that the noise-normalized receiver is relatively insensitive to noise 
power measurement error. The larger the overestimation error, the better the performance 
of the receiver. Hence, the noise-normalized receiver is very robust in worst case 


partial-band noise jamming even when noise power measurement error is large. 
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Figure | FFH/BPSK noise - normalized receiver assuming perfect dehopping. 
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Probability of Bit Error 








EJN, (4B) 


Figure 2. Non-ideal noise-normalization with 75% underestimation of 
noise power. Performance of the receiver without coding, 


L=2 and E,/N,=10.52 dB. 
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Probability of Bit Error 








E/N, (dB) 


Figure 3. Non-ideal noise-normalization with 75% underestimation of 
noise power. Performance of the receiver without coding, 


L=4 and E,/N.=10.52 dB. 
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Probability of Bit Error 





EJN, (4B) 


Figure 4. Non-ideal noise-normalization with 75% underestimation of 
noise power. Performance of the receiver without coding, 


L=6 and E,/N,=10.52 dB. 


40 





Probability of Bit Error 











Figure 5. Non-ideal noise-normalization with 50% underestimation of 


noise power. Performance of the receiver without coding, 


L=2 and E,/N,=10.52 dB. 


41 








Probability of Bit Error 








Figure 6. Non-ideal noise-normalization with 50% underestimation of 
noise power. Performance of the receiver without coding, 


L=4 and E,/N =10.52 dB. 
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Probability of Bit Error 





E/N, (dB) 


Figure 7. Non-ideal noise-normalization with 50% underestimation of 


noise power. Performance of the receiver without coding, 


L=6 and E,/N,=10.52 dB. 
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Probability of Bit Error 





EJN, (dB) 


Figure 8. Non-ideal noise-normalization with 50% overestimation of 
noise power. Performance of the receiver without coding, 


L=2 and E,/N,=10.52 dB. 
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Probability of Bit Error 





Figure 9. Non-ideal noise-normalization with 50% overestimation of 
noise power. Performance of the receiver without coding, 


L=4 and E,/N,=10.52 dB. 
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Figure 10. Non-ideal noise-normalization with 50% overestimation of 
noise power. Performance of the receiver without coding, 


L=6 and E,/N,=10.52 dB. 
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Probability of Bit Error 


E,/N, (dB) 


Figure 11. Non-ideal noise-normalization with 100% overestimation of 
noise power. Performance of the receiver without coding, 


L=2 and E,/N,=10.52 dB. 
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Probability of Bit Error 





EJN, (4B) 


Figure 12. Non-ideal noise-normalization with 100% overestimation of 
noise power. Performance of the receiver without coding, 


L=4 and E,/N,=10.52 dB. 
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Figure 13. Non-ideal noise-normalization with 100% overestimation of 
noise power. Performance of the receiver without coding, 


L=6 and E,/N.=10.52 dB. 
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Probability of Bit Error 








E/N, (4B) 


Figure 14. Ideal noise-normalization . Performance of the receiver 


without coding, L=2 and E,/N,=10.52 dB. 
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Probability of Bit Error 
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Figure 15. Ideal noise-normalization . Performance of the receiver 


without coding, L=4 and E,/N.=10.52 dB. 
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Probability of Bit Error 
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Figure 16. Ideal noise-normalization . Performance of the receiver 


without coding, L=6 and E,/N.=10.52 dB. 
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Figure 17. Non-ideal noise-normalization with 75% underestimation 
of noise power. Performance of the receiver with convolutional 
coding, constraint length v=3, code rate r=1/2, L=1 and 


E,/N =10.52 dB. 
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| Figure 18. Non-ideal noise-normalization with 75% underestimation 


of noise power. Performance of the receiver with convolutional 
coding, constraint length v=3, code rate r =1/2, L=2 and 


E,/N.=10.52 dB. 
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Figure 19. Non-ideal noise-normalization with 50% underestimation 
of noise power. Performance of the receiver with convolutional 
coding, constraint length v=3, code rate r=1/2, L=1 and 


E,/N=10.52 dB. 
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Figure 20. Non-ideal noise-normalization with 50% underestimation 
of noise power. Performance of the receiver with convolutional 
coding, constraint length v=3, code rate r=1/2, L=2 and 


E,/N,=10.52 dB. 
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Figure 21. Non-ideal noise-normalization with 50% overestimation 
of noise power. Performance of the receiver with convolutional 
coding, constraint length v=3, code rate r =1/2, L=1 and 


E,/N =10.52 dB. 
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Figure 22. Non-ideal noise-normalization with 50% overestimation 
of noise power. Performance of the receiver with convolutional 
coding, constraint length v=3, code rate r =1/2, L=2 and 


E,/N,=10.52 dB. 
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Figure 23. Non-ideal noise-normalization with 100% overestimation 
of noise power. Performance of the receiver with convolutional 
coding, constraint length v=3, code rate r =1/2, L=1 and 


E,/N,=10.52 dB. 
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Figure 24. Non-ideal noise-normalization with 100% overestimation 
| of noise power. Performance of the receiver with convolutional 
coding, constraint length v=3, code rate r =1/2, L=2 and 


E,/N,=10.52 dB. 
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Figure 25. Ideal noise-normalization. Performance of the receiver 
with convolutional coding, constraint length v=3, code 


rate r =1/2, L=1 and E,/N.=10.52 dB. 
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Figure 26. Ideal noise-normalization. Performance of the receiver 


with convolutional coding, constraint length v=3, code 


rate r =1/2, L=2 and E,/N.=10.52 dB. 
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Figure 27. Non-ideal noise-normalization without coding and L=2. 
Comparison of the different values of noise estimation 


for worst case ( p=p,, ) partial band jamming. 
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Figure 28. Non-ideal noise-normalization without coding and L=4. 
Comparison of the different values of noise estimation 


for worst case (p=p,. ) partial band jamming. 
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Figure 29. Non-ideal noise-normalization without coding and L=6. 
Comparison of the different values of noise estimation 


for worst case ( p=p,,, ) partial band jamming. 
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Figure 30. Non-ideal noise-normalization with coding and L=1. 


Comparison of the different values of noise estimation 


for worst case ( P=P,,,.) partial band jamming. 
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Figure 31. Non-ideal noise-normalization with coding and L=2. 


Comparison of the different values of noise estimation 


for worst case (P=P,,, ) partial band jamming. 
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Figure 32. Non-ideal noise-normalization with 50% underestimation 
of noise power. Performance of the receiver for worst case 
partial-band jamming for different values of diversity with 


and without coding and assuming constant bandwidth. 
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Figure 33. Non-ideal noise-normalization with 50% overestimation 
of noise power. Performance of the receiver for worst case 
partial-band jamming for different values of diversity with 


and without coding and assuming constant bandwidth. 
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Figure 34. Ideal noise-normalization. Performance of the receiver for 
worst case partial-band jamming for different values of 


diversity with and without coding and assuming constant 
bandwidth. 
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Figure 35. Non-ideal noise-normalization with 50% underestimation 
of noise power. Performance of the receiver for worst case 
partial-band jamming, for different values of diversity with 


and without coding and assuming constant number of bins. 
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Figure 36. Non-ideal noise-normalization with 50% overestimation 
of noise power. Performance of the receiver for worst case 
partial-band jamming, for different values of diversity with 


and without coding and assuming constant number of bins. 
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Figure 37. Ideal noise-normalization. Performance of the receiver 
for worst case partial-band jamming, for different values 
of diversity with and without coding and assuming constant 


number of bins. 
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Figure 38. Comparison of different types of receivers for L=2 and 


50% underestimation of noise power for the noise 


normalized receiver, assuming constant bandwidth. 
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Figure 39. Comparison of different types of receivers for L=2 and 


100% overestimation of noise power for the noise- 





normalized receiver, assuming constant bandwidth. 
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Figure 40. Comparison of different types of receivers for L=2 with 
ideal noise normalization for the noise-normalized 


receiver, assuming constant bandwidth. 
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Figure 41. Comparison of different types of receivers for L=2 and 


E,/N.=10.52 dB 
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50% underestimation of noise power for the noise 


normalized receiver, assuming constant number of bins. 
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Figure 42. Comparison of different types of receivers for L=2 and 
100% overestimation of noise power for the noise 


normalized receiver, assuming constant number of bins. 
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Figure 43. Comparison of different types of receivers for L=2 and 


ideal noise normalization for the noise-normalized 


receiver, assuming constant number of bins. 
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Figure 44. Performance of the perfect side information receiver 


without coding and with diversity L=2. 
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Figure 45. Performance of the perfect side information receiver 


without coding and with diversity L=4. 
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Figure 46. Performance of the perfect side information receiver 


without coding and with diversity L=6. 
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Figure 47. Performance of the perfect side information receiver with 
coding, constraint length v=3, code rate r=1/2 and with 


diversity L=1. 
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Figure 48. Performance of the perfect side information receiver with 
coding,constraint length v =3, code rate r =1/2 and with 


diversity L=2. 
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Figure 49. Performance of the perfect side information receiver with 


fading, 7 =10, without coding and with diversity L=2. 
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Figure 50. Performance of the perfect side information receiver with 


fading, n=10, without coding and with diversity L=4. 
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Figure 51. Performance of the perfect side information receiver with 


fading, 1 =10, without coding and with diversity L=6. 
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Figure 52. Performance of the perfect side information receiver with 


fading, n=100, without coding and with diversity L=2. 
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Figure 53. Performance of the perfect side information receiver with 


fading, n=100, without coding and with diversity L=4. 
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Figure 54. Performance of the perfect side information receiver with 


fading, yn =100, without coding and with diversity L=6. 
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Figure 55. Performance of the perfect side information receiver with 


Rayleigh fading, n=0, without coding and with diversity 
L=2. 
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Figure 56. Performance of the perfect side information receiver with 


Rayleigh fading, 1 =0, without coding and with diversity 
L=4. 
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Figure 57. Performance of the perfect side information receiver with 


Rayleigh fading, n =0, without coding and with diversity 
L=6. 
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